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1
Decision/action requested

Approve a new key issue on generic end-to-end security for simple battery constrained devices.
2
References

3
Rationale

For battery constrained UEs (e.g. for very low throughput MTC devices) sometimes the communication to 3rd party Application Servers needs to be secured end-to-end. The use of a separate security mechanism (such as IPsec) between the UE and Application Server may be too severe for the UE and drain the battery too much. 
It is proposed to add the following Key Issue to the TR searching for an end-to-end security solution (between UE and Application Server), that is suitable for battery constrained devices.
4
Detailed proposal

*** Beginning of Change ***

5.X
Key Issue #X: Generic battery efficient end-to-end security

5.X.1
Issue details
In case of a battery constrained UE that communicates to a 3rd party Application Server, it may be needed to enable end-to-end security (i.e. between UE and Application Server) that is battery efficient.
5.X.2
Security threats
Not applicable.
5.X.3
Potential security requirements
The solution shall support UEs that are battery constrained.

*** End of Change ***

